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DETAILED ACTION 

1 . This action is in response to the communication filed on January 10, 2000. 
Claims 1 - 42 were received for consideration. No preliminary amendments for the 
claims were filed. Claims 1-42 are currently under consideration. 

Information Disclosure Statement 

2. The Applicant's IDS forms 1449, Paper. No 2 and Paper No. 4, are attached to 
this Office action. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1 - 42 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Murphy (U.S. Patent 5,640,452). 

Regarding claim 1, Murphy discloses: 

A method for controlling access to digital information, comprising: 
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identifying a location identity attribute that defines at least a specific geographic 
location (column 6 lines 41 -45, column 7 line 22 - column 8 line 5); 

generating a geolocking key based at least in part on said location identity 
attribute (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37); 

encrypting said digital information using said geolocking key, wherein said 
encrypted digital information can be accessed only at said specific geographic location 
(column 7 lines 22 - 33, column 8 lines 6 -37). 

Regarding claim 14, Murphy discloses: 

A method for recovering encrypted digital information, comprising: 

retrieving location data identifying a specific geographic location of a playback 
appliance (column 6 lines 41 - 45, column 7 line 22 - column 8 line 5); 

accessing geolocked data including said encrypted digital information and a 
shape parameter defining a shape of a region that encompasses said specific 
geographic location (column 7 line 60 - column 8 line 24); 

generating a geolocking key using at least said shape parameter and said 
location data (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37); and 

decrypting said digital information using said geolocking key (column 8 lines 6 - 

24). 

Regarding claim 22, Murphy discloses: 

An apparatus for controlling access to digital information, comprising: 
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a processor having memory adapted to store software instructions operable to 
cause said processor to execute the following functions: 

identifying a location identity attribute that defines at least a specific geographic 
location (column 6 lines 41 - 45, column 7 line 22 - column 8 line 5); 

generating an geolocking key based at least in part on said location identity 
attribute (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37); and 

encrypting said digital information using said geolocking key, wherein said 
encrypted digital information can be accessed only at said specific geographic location 
(column 7 lines 22 - 33, column 8 lines 6 -37). 

Regarding claim 34, Murphy discloses: 

An apparatus for controlling access to digital information, comprising: 

a processor having memory adapted to store software instructions operable to 
cause said processor to execute the following functions: 

retrieving location data identifying a specific geographic location of said 
apparatus (column 6 lines 41 - 45, column 7 line 22 - column 8 line 5); 

accessing geolocked data including said encrypted digital information and a 
shape parameter defining a shape of a region that encompasses said specific 
geographic region (column 7 line 60 - column 8 line 24); 

generating a geolocked key using at least said shape parameter and said 
location data (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37); and 
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decrypting said digital information using said geolocking key (column 8 lines 6 - 

24). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Murphy 
discloses: 

The method of claim 1 , wherein said identifying step further comprises identifying 
at least a location value and a proximity value (column 7 line 60 - column 8 line 37, 
column 9 lines 1 -20). 

Claim 3 is rejected as applied above in rejecting claim 2. Furthermore, Murphy 
discloses: 

The method of claim 2, wherein said location value corresponds to a location of 
an intended recipient appliance of said digital information (column 7 line 60 - column 8 
line 37, column 9 lines 1 - 20). 

Claim 4 is rejected as applied above in rejecting claim 2. Furthermore, Murphy 
discloses: 

The method of claim 2, wherein said location value further comprises a latitude 
and longitude dimension (column 7 line 52 - column 8 line 37). 

Claim 5 is rejected as applied above in rejecting claim 2. Furthermore, Murphy 
discloses: 
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The method of claim 2, wherein said proximity value corresponds to a zone that 
encompasses said location (column 7 line 60 - column 8 line 37). 

Claim 6 is rejected as applied above in rejecting claim 2. Furthermore, Murphy 
discloses: 

The method of claim 2, further comprising generating a shape parameter based 
on said proximity value, said shape parameter defining a shape of a region that 
encompasses said specific geographic location (column 7 line 60 - column 8 line 5). 

Claim 7 is rejected as applied above in rejecting claim 6. Furthermore, Murphy 
discloses: 

The method of claim 6, further comprising generating an initial key based on said 
shape parameter (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37). 

Claim 8 is rejected as applied above in rejecting claim 7. Furthermore, Murphy 
discloses: 

The method of claim 7, further comprising generating said geolocking key based 
on said initial key, said encrypting step further comprising encrypting said digital 
information using said geolocking key (column 6 line 41 - column 7 line 2, column 8 
lines 6-37). 
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Claim 9 is rejected as applied above in rejecting claim 6. Furthermore, Murphy 
discloses: 

The method of claim 6, further comprising packaging said shape parameter with 
said encrypted digital information (column 6 line 41 - column 7 line 2, column 8 lines 6 - 
37). 



Claim 10 is rejected as applied above in rejecting claim 9. Furthermore, Murphy 
discloses: 

The method of claim 9, further comprising transmitting said shape parameter and 
said encrypted digital information to an end user (column 6 line 41 - column 7 line 2, 
column 8 lines 6 - 37). 



Claim 1 1 is rejected as applied above in rejecting claim 1 . Furthermore, Murphy 
discloses: 

The method of claim 1, further comprising selecting preview information and 
including said preview information with said digital information prior to said encrypting 
step (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37). 



Claim 12 is rejected as applied above in rejecting claim. Furthermore, Murphy 
discloses: 
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The method of claim 1, further comprising storing said encrypted digital 
information in a fixed format including at least one of CD-ROM, DVD, diskette, 
videocassette, and tape (column 7 lines 33 - 51 ). 

Claim 13 is rejected as applied above in rejecting claim 9. Furthermore, Murphy 
discloses: 

The method of claim 9, wherein said transmitting step further comprises 
transmitting said encrypted digital information in electronic form via at least one of 
telephone line, video cable, satellite broadcast, fiber optic, and wireless (column 7 lines 
23-51). 

Claim 15 is rejected as applied above in rejecting claim 14. Furthermore, Murphy 
discloses: 

The method of claim 14, wherein said location data further comprises a latitude 
and longitude dimension (column 7 line 52 - column 8 line 37). 

Claim 16 is rejected as applied above in rejecting claim 14. Furthermore, Murphy 
discloses: 

The method of claim 14, wherein said generating step further comprises 
generating an initial key based on said shape parameter (column 6 line 41 - column 7 
line 2, column 8 lines 6 - 37). 
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Claim 17 is rejected as applied above in rejecting claim 16. Furthermore, Murphy 
discloses: 

The method of claim 16, wherein said generating step further comprises 
generating said geolocking key based on said initial key (column 6 line 41 - column 7 
line 2, column 8 lines 6 - 37). 

Claim 18 is rejected as applied above in rejecting claim 14. Furthermore, Murphy 
discloses: 

The method of claim 14, wherein said accessing step further comprises receiving 
said geolocked data from a remote sender (column 6 line 41 - column 7 line 2, column 
8 lines 6 -37). 

Claim 19 is rejected as applied above in rejecting claim 14. Furthermore, Murphy 
discloses: 

The method of claim 14, wherein said geolocked data further comprises preview 
information (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37). 

Claim 20 is rejected as applied above in rejecting claim 14. Furthermore, Murphy 
discloses: 

The method of claim 14, wherein said accessing step further comprises retrieving 
said geolocked data from a storage medium including at least one of CD-ROM, DVD, 
diskette, videocassette, and tape (column 7 lines 33 - 51 ). 
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Claim 21 is rejected as applied above in rejecting claim 14. Furthermore, Murphy 
discloses: 

The method of claim 14, wherein said accessing step further comprises receiving 
said geolocked data in electronic form via at least one of telephone line, video cable, 
satellite broadcast, fiber optic, and wireless (column 7 lines 23 - 51 ). 

Claim 23 is rejected as applied above in rejecting claim 22. Furthermore, Murphy 
discloses: 

The apparatus of claim 22, wherein said identifying function further comprises 
identifying at least a location value and a proximity value (column 7 line 60 - column 8 
line 37, column 9 lines 1 - 20). 

Claim 24 is rejected as applied above in rejecting claim 23. Furthermore, Murphy 
discloses: 

The apparatus of claim 23, wherein said location value corresponds to a location 
of an intended recipient appliance of said digital information (column 7 line 60 - column 
8 line 37, column 9 lines 1 -20). 

Claim 25 is rejected as applied above in rejecting claim 23. Furthermore, Murphy 
discloses: 
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The apparatus of claim 23, wherein said location value further comprises a 
latitude and a longitude dimension (column 7 line 52 - column 8 line 37). 

Claim 26 is rejected as applied above in rejecting claim 23. Furthermore, Murphy 
discloses: 

The apparatus of claim 23, wherein said proximity value corresponds to a zone 
that encompasses said location (column 7 line 60 - column 8 line 37). 

Claim 27 is rejected as applied above in rejecting claim 23. Furthermore, Murphy 
discloses: 

The apparatus of claim 23, further comprising the function of generating a shape 
parameter based on said proximity value, said shape parameter defining a shape of a 
region that encompasses said specific geographic location (column 7 line 60 - column 8 
line 5). 

Claim 28 is rejected as applied above in rejecting claim 27. Furthermore, Murphy 
discloses: 

The apparatus of claim 27, further comprising the function of generating an initial 
key based on said shape parameter (column 6 line 41 - column 7 line 2, column 8 lines 
6-37). 
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Claim 29 is rejected as applied above in rejecting claim 28. Furthermore, Murphy 
discloses: 

The apparatus of claim 28, further comprising the function of generating said 
geolocking key based on said initial key (column 6 line 41 - column 7 line 2, column 8 
lines 6-37). 

Claim 30 is rejected as applied above in rejecting claim 27. Furthermore, Murphy 
discloses: 

The apparatus of claim 27, further comprising the function of packaging said 
shape parameter with said encrypted digital information (column 6 line 41 - column 7 
line 2, column 8 lines 6 - 37). 

Claim 31 is rejected as applied above in rejecting claim 30. Furthermore, Murphy 
discloses: 

The apparatus of claim 30, further comprising the function of transmitting said 
shape parameter and said encrypted digital information to an end user (column 6 line 41 
- column 7 line 2, column 8 lines 6 - 37). 

Claim 32 is rejected as applied above in rejecting claim 22. Furthermore, Murphy 
discloses: 

The apparatus of claim 22, further comprising the function of selecting preview 
information and including said preview information with said digital information prior to 
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executing said encrypting function (column 6 line 41 - column 7 line 2, column 8 lines 6 
-37). 

Claim 33 is rejected as applied above in rejecting claim 22. Furthermore, Murphy 
discloses: 

The apparatus of claim 22, further comprising a server coupled to said processor 
and adapted to communicate said encrypted digital information to end users over a 
network connection (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37). 

Claim 35 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, wherein said location data further comprises a 
latitude and longitude dimension (column 7 line 52 - column 8 line 37). 

Claim 36 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, wherein said generating function further comprises 
generating an initial key based on said shape parameter (column 6 line 41 - column 7 
line 2, column 8 lines 6 - 37). 

Claim 37 is rejected as applied above in rejecting claim 36. Furthermore, Murphy 
discloses: 
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The apparatus of claim 36 T wherein said generating function further comprises 
generating said geolocking key based on said initial key (column 6 line 41 - column 7 
line 2, column 8 lines 6 - 37). 

Claim 38 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, wherein said accessing function further comprises 
receiving said geolocked data from a remote sender (column 6 line 41 - column 7 line 
2, column 8 lines 6 - 37). 

Claim 39 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, wherein said geolocked data further comprises 
preview information (column 6 line 41 - column 7 line 2, column 8 lines 6 - 37). 

Claim 40 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, wherein said accessing function further comprises 
retrieving said geolocked data from a storage medium including at least one of CD- 
ROM, DVD, diskette, videocassette, and tape (column 7 lines 33 - 51 ). 
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Claim 41 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, wherein said accessing function further comprises 
receiving said geolocked data in electronic form via at least one of telephone line, video 
cable, satellite broadcast, fiber optic, and wireless (column 7 lines 23 - 51). 

Claim 42 is rejected as applied above in rejecting claim 34. Furthermore, Murphy 
discloses: 

The apparatus of claim 34, further comprising a GPS receiver coupled to said 
processor and adapted to provide location data (column 7 lines 57 - 60, column 10 line 
40 -column 11 line 50). 
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Conclusion 



4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kaveh Abrishamkar whose telephone number is 703- 
305-8892. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 703-305-9648. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 



KA 

07/12/2004 
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